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Introduction

Imagine receiving a security alert from your bank: A fraudster cloned
your voice and used it to bypass the bank’s digital security measures and
empty your bank account. The tool they used? A generative Al model
trained on publicly available data, cloning your voice with an old YouTube
video you’d forgotten was online. Or consider prompting a chatbot to tell
you what it knows about you, and it surfaces deeply personal information
gleaned from pseudonymous posts you once made online.

These examples underscore the profound privacy challenges posed by
foundation models — large-scale, general-purpose Al models that stand
apart in their ability to impact society globally and at scale. These models
are the literal foundation upon which large-scale Al is being integrated

into countless consumer-sector digital products and services.

In this issue brief, we examine the risks to data privacy, from both individual
and systemic perspectives, posed by the training and use of consumer-
focused foundation models. Because foundation models are dependent
on massive datasets for their development, they pose a broader set of
privacy risks than smaller Al systems trained on proprietary or limited
datasets. Foundation models may thwart data privacy not only by the
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Key Takeaways

Foundation models pose unprecedented
and largely unaddressed privacy risks that
are broader and harder to address than
those posed by traditional Al systems.

These risks emerge across the entire
model life cycle — from the mass
scraping of personally identifiable
information during training, to the
memorization and regurgitation of
sensitive information in model outputs, to
the intimate data that users unwittingly
disclose through chatbot interfaces.

Foundation models are also vulnerable

to adversarial attacks, including prompt
injection, data poisoning, and model
inversion, that can circumvent privacy
safeguards and expose sensitive personal
information.

Existing privacy frameworks, including the
EU’s GDPR, are fundamentally incompatible
with how foundation models are built, yet
neither the EU nor the United States has
enacted comprehensive rules that could
meaningfully change developer behavior.

Without clear regulatory guardrails, the
public remains largely dependent on
developers to voluntarily protect their
privacy. Policymakers must weigh a range
of governance mechanisms that require
removing personal data from the training
data pipeline, increase model transparency,
ensure the creation of systems that protect
privacy by design, and constrain privacy-
infringing model outputs.


https://crfm.stanford.edu/assets/report.pdf
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use or misuse of the technology itself, but also by the
process of building and training them. In addition, they
are vulnerable to privacy risks from adversarial attacks.
While the risks can be mitigated, without regulatory
rules in place, the public is largely reliant on developers
to do the right thing to protect the public’s privacy,
which unfortunately is not always the case.

To reconcile data privacy with foundation models,
policymakers should weigh a range of governance
mechanisms that ensure the removal of personal

data from the training data pipeline, require system
architectures that prioritize privacy and data security
protections by design, increase the transparency

and interpretability of foundation models and their
training data, and constrain the outputs of models.
Policymakers must confront the many ethical and legal
questions over access to and control of personal data
as Al model adoption continues to grow.

Privacy Risks During Data
Collection and Curation: The
Raw Material Underpinning
Foundation Models

The raw material upon which foundation models are
built is data — vast, unimaginable quantities and
types of data. Some models are trained on a single
data modality (text, audio, video, still images, etc.), but
increasingly foundation models are trained on multiple
or all modalities.

Because developers are reluctant to disclose their

sources of training data, it is challenging to identify the
full scope of sources that are included. Researchers
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Because developers are reluctant
to disclose their sources of
training data, it is challenging
to understand the full scope of
sources that are included.

generally assume that foundation models include

both publicly available and paywalled data. Publicly
available data encompasses data included in existing
open datasets (e.g., LAION, ImageNet, WordNet,
Common Crawl) as well as data scraped from websites
across the internet. To build large language models
(LLMs), for example, Al developers have already
scraped so much English language data (including
copyrighted data) from publicly available sources that,
by some accounts, they have exhausted the available

supply, inspiring developers to engage in creative
albeit legally risky strategies to acquire more. Some

foundation model developers, large platforms like
Google or Meta, also utilize their own proprietary data,
including their users’ personal data, for model training.
Other training sources include data obtained from data
brokers or licensed from third parties, such as Google’s
licensing of Reddit’s content. Finally, developers also

include users’ ongoing interactions with their models,

such as users’ chats with chatbots, both to improve
their performance and train future versions.

The immense volume of data collected to train foundation
models means that personal data is inevitably included
in these training sets, absent developer efforts to


https://futurism.com/artificial-intelligence/grok-doxxing
https://crfm.stanford.edu/fmti/May-2024/index.html
https://www.nytimes.com/2024/07/19/technology/ai-data-restrictions.html
https://arstechnica.com/tech-policy/2025/02/meta-torrented-over-81-7tb-of-pirated-books-to-train-ai-authors-say/
https://www.theverge.com/2024/2/17/24075670/reddit-ai-training-license-deal-user-content
https://www.theverge.com/2024/2/17/24075670/reddit-ai-training-license-deal-user-content
https://ojs.aaai.org/index.php/AIES/article/view/36646
https://fpf.org/wp-content/uploads/2017/12/FPF-Automated-Decision-Making-Harms-and-Mitigation-Charts.pdf
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remove or proactively exclude it. Researchers have
identified personally identifiable information (PlI) and

sensitive information like U.S. Social Security numbers

or breached datasets in some training data. Even if

we assume that the personal data included in training
datasets was acquired exclusively from publicly available
sources — for instance, from personal webpages,
government websites, or user-generated, public-facing
content sites like Reddit — the collection of such vast
amounts of data still poses risks to our data privacy.
These risks emanate from the scope and scale of this
data collection, which makes information that previously
existed in obscurity available to Al models.

It’s not unusual for people to forget that they’ve left
personal data across the web that can be accessed by
anyone. For example, researchers at the University of
Washington created the MegaFace database, which
made available over 4 million facial images for training
facial recognition systems, in part by repurposing
decades-old images from the photo-sharing site Flickr.
com without the image posters’ explicit consent. In
2019, New York Times reporters were able to trace

images of young children in MegaFace to their original
posters on Flickr, many of whom were parents of

the children, and none of whom were aware that the
images were in the MegaFace database and being
used to train commercial Al facial recognition systems.
Some of the children in the photos, now teenagers

or older, expressed frustration that their images were
being used without their consent or control.

This example and many others like it illustrate how
data repurposing for model training not only violates
the original context in which the data was disclosed
but also individuals’ ability to consent — or not
consent — to using their personal information for
commercial profit. Individuals also have no control
over their data once it has been used, with limited
to no mechanisms for correction or deletion. What’s

more, the vast majority of people are completely
unaware their personal data is being used for these
purposes, making it difficult to impossible for them to
object or opt out.

Privacy Risks During
Model Training and
Inference: Memorization
and Model Outputs

While the presence of one’s personal information in
training data does not guarantee that a foundation
model will generate output that reveals it, foundation
models have been shown to disclose Pll and other
sensitive personal information via their outputs.

It is difficult to examine any single data point and
interpret its impact on a foundation model’s weights
and capabilities. Foundation models make inferences
and predictions based on a multitude of sources, and
the size of these models renders this process difficult,

if not impossible, for even model developers to clearly
interpret. Predictions about individuals, for example,
may range from simple (e.g., an individual’s date or place
of birth based on public sources) to complex (inferring
someone’s actual identity from their pseudonymous
social media posts). Lifted from the original context

in which it was shared, data may enable generative
systems to help users reverse-engineer an individual’s
identity, or to infer details about an individual that

go beyond descriptive personal data, such as sexual
orientation or political views. It is possible that a model
that outputs PIl has generated it via inferences it made
based on other data, such as predictable facts drawn
from demographics, or even derived from relational data
from other individuals’ data in the training set.


https://doi.ieeecomputersociety.org/10.1109/SP46215.2023.10179300
https://aclanthology.org/2023.trustnlp-1.18
https://megaface.cs.washington.edu/
http://flickr.com
http://flickr.com
https://www.nytimes.com/interactive/2019/10/11/technology/flickr-facial-recognition.html
https://arxiv.org/pdf/2310.07298.pdf
https://arxiv.org/pdf/2602.16800
https://arxiv.org/abs/2310.07298
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However, models have also been shown to memorize

data that was incorporated in training datasets and
regurgitate it verbatim. In particular, high-entropy data
— data that is uncommon — may be more likely to be
memorized. Models also exhibit recency effects, where
data seen later in the training process is more likely to
be memorized. This is problematic because the process
of fine-tuning models, particularly on proprietary
datasets (e.g., to optimize the performance of the model
for the user’s specific context), occurs at the latest
point in the development cycle. As a result, individuals’
sensitive personal information can be exposed as part
of outputs generated by the models unless explicitly
disallowed by developers through output “guardrails.”

Beyond these immediate privacy harms, the outputs
of foundation models can also cause a range of
serious societal harms that can be traced back to data
collected or inferred about individuals during training.

First, decisional harms — losses of opportunity, liberty,
and autonomy — arise when foundation models trained
on historically biased data reproduce and embed

that bias at scale, including in high-stakes contexts.

For example, LLMs used for résumé screening have
been found to prefer résumés with white-associated

names, while LLMs used for administrative tasks in
healthcare settings reproduce gender biases and
thereby exacerbate inequities in care provision. Second,
economic harms emerge when Al systems produce
racially or socioeconomically disparate outcomes.
Researchers have found that LLMs used for mortgage
applications, for instance, consistently recommend
denying more loans and charging higher interest rates

to Black applicants compared to otherwise identical
white applicants. Third, social and dignitary harms

— damage to one’s sense of self, social standing, or
community belonging — arise when models classify
and sort individuals in ways that are overtly or covertly
discriminatory, derogatory, and difficult to contest. For
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example, major U.S. foundation models continue to
associate speakers of African American English with

archaic negative stereotypes.

As foundation models are increasingly embedded
in high-stakes decisional contexts, the aggregation
of personal data — and the inferences drawn from
it — risks institutionalizing discrimination at an
unprecedented scale.

Privacy Risks During
Model Use: Interactions
and User Inputs

It is impossible to fully anticipate the emergent risks
to privacy from the multiplicity of ways that we can
interact with foundation models. But one primary layer
of risk emerges from how users engage with these
models via the interfaces of Al chatbots powered

by them. Al chatbots are designed to mimic human
conversation and to be excessively flattering and

agreeable. This conversational design encourages
users to disclose vast amounts of personal and
sensitive information: The more a user engages, the
more data is collected. While this risk is most acute
for users who actively seek health support or have
formed parasocial relationships with a chatbot, even
those seeking general advice or coding support may
inadvertently reveal Pll and other sensitive information

about themselves or other individuals.

This is concerning from a privacy perspective because
chatbot developers currently face little to no oversight
when it comes to their handling of increasingly personal
and sensitive data provided by their users through chat
interfaces. And as foundation model developers build
Al agents capable of automating personal tasks, the


https://openreview.net/pdf?id=TatRHT_1cK
https://arxiv.org/abs/2311.17035
https://arxiv.org/abs/2311.17035
https://doi.org/10.48550/arXiv.2311.03839
https://fpf.org/wp-content/uploads/2017/12/FPF-Automated-Decision-Making-Harms-and-Mitigation-Charts.pdf
https://ojs.aaai.org/index.php/AIES/article/view/31748
https://ojs.aaai.org/index.php/AIES/article/view/31748
https://ojs.aaai.org/index.php/AIES/article/view/31748
https://ojs.aaai.org/index.php/AIES/article/view/31748
https://ojs.aaai.org/index.php/AIES/article/view/31748
https://link.springer.com/article/10.1186/s12911-025-03118-0
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4812158
https://hai.stanford.edu/news/covert-racism-ai-how-language-models-are-reinforcing-outdated-stereotypes
https://arxiv.org/abs/2510.01395
https://arxiv.org/abs/2510.01395
https://arxiv.org/html/2407.11438
https://hai.stanford.edu/policy/jen-kings-testimony-before-the-us-house-committee-on-energy-and-commerce-oversight-and-investigations-subcommittee
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Chatbot developers currently
face little to no oversight when
it comes to their handling of
increasingly personal and sensitive
data provided by their users
through chat interfaces.

incentives to gather and repurpose consumer data
across multiple contexts are only growing. Many of
them are already exploring different ways to monetize
user data: Meta, for example, is repurposing such data
to sell targeted ads across its social media platforms,
and as of March 2026 OpenAl is testing an ad model
that would see it use chat conversation data as context
to serve targeted ads within the platform. In short,

we are likely to see the existing practices of gathering
personal and behavioral online data for targeted
advertising replicated in these emergent systems.

Compounding this concern, model developers are not
transparent about whether or how they mitigate any
associated privacy risks. A recent study co-authored by
this brief’s authors found that six major U.S.-based LLM
developers all default to using customer chat data for
model retraining. While some developers offer opt-

out mechanisms that allow users to decide that they
do not want their chatbot inputs to be repurposed for
model retraining, this is not universal across systems:
At least two major Al chatbots offer no such opt-

out mechanism. Model retraining can extend to any
files uploaded by the users, including photos, voice
recordings, and documents, and many developers
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appear to retain such chat data indefinitely. Yet
information on whether developers remove identifiable
personal information before retraining is sparse. This
means that highly sensitive personal information
continues to be fed into foundation model training
datasets and is raising the stakes of LLM memorization.

Emergent chatbot features also raise privacy concerns.
For example, most chatbot platforms have a memory
feature that allows users to save their chats to reference
later. Increasingly, users are able to personalize their

chat interactions by having a chatbot persistently

remember preferences and facts about them. As these
features evolve and mature, they raise crucial questions
about how they function behind the scenes: What is the
scope of the time or data they include; where and how
is related data stored; could the data be leaked or used
for other purposes (e.g., generating detailed behavioral
profiles about users, or inferring one’s psychological
state); are the features subject to data rights requests;
and do they respect specific contexts (e.g., work-related
versus personal chats)? Law enforcement authorities
are especially interested in chat data, which can be
subject to criminal legal requests. While this data is
similar in scope to the aggregation of our online search
queries, the intimate nature of chatbot interactions

may result in a qualitative difference where we reveal
far more emotional and psychological information to

chatbots than can be gleaned from our search histories.

Adversarial Privacy Threats
to Foundation Models

In addition to the privacy risks associated with the
training and use of foundation models, the models
themselves are vulnerable to adversarial attacks
that can create additional privacy harms. During


https://techcrunch.com/2025/10/01/meta-plans-to-sell-targeted-ads-based-on-data-in-your-ai-chats/
https://openai.com/index/our-approach-to-advertising-and-expanding-access/
https://siliconangle.com/2025/12/24/report-openai-explores-ways-monetize-chatgpt-conversational-ads/
https://ojs.aaai.org/index.php/AIES/article/view/36646
https://cdt.org/wp-content/uploads/2025/12/2025-12-10-CDT-AI-Gov-Lab-A-Roadmap-For-Responsible-Approaches-to-AI-Memory-final-1.pdf
https://cdt.org/wp-content/uploads/2025/12/2025-12-10-CDT-AI-Gov-Lab-A-Roadmap-For-Responsible-Approaches-to-AI-Memory-final-1.pdf
https://cdt.org/wp-content/uploads/2025/05/2025-05-06-AI-Gov-Lab-How-Advanced-AI-Systems-Are-Personalized-brief-final.pdf
https://cdt.org/wp-content/uploads/2025/05/2025-05-06-AI-Gov-Lab-How-Advanced-AI-Systems-Are-Personalized-brief-final.pdf
https://arxiv.org/pdf/2510.01645
https://www.cbc.ca/news/canada/british-columbia/openai-tumbler-ridge-shooter-ban-9.7100497
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the model training and testing phases, malicious
actors can corrupt training data, the model itself,
or both to expose personal data. While open and
closed foundation models are vulnerable to such

attacks, some argue that open models pose a

higher risk because malicious actors can gain a
deeper understanding of their key features since
model weights and architecture are documented
publicly. Vulnerabilities at the model level could have
widespread and unpredictable downstream privacy
consequences since foundation models are embedded
throughout the larger Al ecosystem.

Prompt Injection: One of the most consequential
attack vectors on foundation models has proven to be
prompt injection. By inserting malicious instructions
or external content in user inputs, attackers can
override system prompts, manipulate model behavior,
and induce the model to reveal hidden or sensitive
information. Research demonstrates that such attacks
can lead to “prompt leaking,” where models disclose
hidden system prompts or confidential instructions.

Subsequent work has shown that in real-world LLM-
integrated applications — particularly those using
retrieval augmented generation (i.e., accessing online
search tools) or external APls — indirect prompt
injection can coerce models into exfiltrating data
from connected systems or private documents,
because the model interprets malicious content as
legitimate instructions. The privacy implications of
prompt injection attacks are alarming: They can trick
foundation models into bypassing traditional security
and privacy guardrails to reveal private information.

Data Leakage and Exposure: A key privacy
vulnerability of foundation models is the potential
for malicious actors to leak private information
from training data. Model inversion attacks allow

attackers to extract sensitive training data directly
from a trained model by reconstructing it from model
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During the model training and
testing phases, malicious actors
can corrupt training data, the
model itself, or both to expose
personal data.

responses, while membership inference attacks allow
them to infer whether a specific data point is part of
the model’s training dataset. Other methods, such as

extractable memorization, allow an adversary to extract

elements from the model’s training data without prior
knowledge of the dataset — a threat that can’t be
eliminated using current model alignment techniques.
All of these techniques can expose sensitive health,
biometric, financial, or otherwise personal information,
undermining efforts to anonymize data.

Data and Model Poisoning: Foundation models are
vulnerable to data poisoning, which occurs when
malicious actors train a model on corrupted data
(e.g., by inserting malware or intentionally biased
data directly into training data or webpages that are
eventually scraped for training purposes) and thereby
alter its outputs in downstream applications. Such
attacks can result in decreased model accuracy but
also lead to breaches of confidentiality. Research

has shown that poisoning even a small fraction of a
training dataset can make inference attacks and data
extraction more effective and thereby cause significant
leakage of sensitive personal information. While high-
profile poisoning attacks have so far been limited
primarily to the academic and red-teaming sphere, one
6


https://www.ntia.gov/issues/artificial-intelligence/open-model-weights-report
https://www.ntia.gov/issues/artificial-intelligence/open-model-weights-report
https://montrealethics.ai/balancing-transparency-and-risk-the-security-and-privacy-risks-of-open-source-machine-learning-models/
https://ojs.aaai.org/index.php/AIES/article/view/31629
https://arxiv.org/abs/2211.09527
https://arxiv.org/abs/2211.09527
https://www.google.com/url?q=https://dl.acm.org/doi/abs/10.1145/3605764.3623985&sa=D&source=docs&ust=1773935281866339&usg=AOvVaw0v4vIA8tltl88Y2V8eE33n
https://www.sentinelone.com/cybersecurity-101/cybersecurity/model-inversion-attacks/
https://www.ibm.com/docs/en/watsonx/saas?topic=atlas-membership-inference-attack
https://ieeexplore.ieee.org/abstract/document/7958568?casa_token=0-noRAXrOY0AAAAA:mAv6ZA-j9iaymQtwN-5AXwrwMI0nJF5LK_E-zO7xS1TzuJApzW0pRXVCWScLsHglPweF0mqiSA
https://arxiv.org/abs/2311.17035
https://www.csoonline.com/article/570555/how-data-poisoning-attacks-corrupt-machine-learning-models.html
https://dl.acm.org/doi/abs/10.1145/3548606.3560554
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could imagine a data poisoning attack occurring at
scale against an individual or organization as part of a
coordinated campaign, similar to past Google bombing
attacks that manipulated search results. Adversaries

can also conduct model poisoning by compromising the
training procedures and model parameters themselves,
enabling the attacker to trick the model into revealing

Pll. Sophisticated model poisoning techniques can also

compromise differential privacy mechanisms, thereby
weakening model privacy guarantees.

Removal of Safety Guardrails: Adversarial efforts that
directly compromise a model’s safety guardrails — the
last line of defense for privacy — can also introduce
broad privacy risks. For example, researchers have
demonstrated that it is possible to compromise the
safety guardrails of OpenAl’s ChatGPT 3.5 Turbo model
by fine-tuning it on explicitly harmful data points.
Even when there is no malicious intent, the very act of
fine-tuning a model — even with “clean” datasets —
could distort LLMs’ safety alignment. Compromised
safety guardrails reveal existing behaviors previously

suppressed and could turn models into effective tools for
personal data extraction, inference, and re-identification.

Reconciling Data Privacy
with Foundation Models

The development and training of foundation models
presents serious challenges to existing data privacy
paradigms. For example, they challenge the leading
global privacy framework — the European Union’s
General Data Protection Regulation (GDPR) — which
enshrines the principles of data minimization and
purpose limitation that have been part of the bedrock
of data protection for over 50 years. These principles
impose limits on how much and what kinds of data can
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The development and training

of foundation models presents

serious challenges to existing
data privacy paradigms.

be collected by data processors based on their stated
purpose, and they aim to contain a runaway environment
where data is collected by companies or governments
about individuals without boundaries or consent.

Fundamentally, current methods for building foundation
models are incompatible with these principles. EU
data protection regulators have conducted multiple
investigations into Al developers, raising questions about
their compliance with the GDPR, including their use of
personal data scraped from publicly accessible posts,
their lack of individual notice and consent mechanisms,

and their completion of legally required data protection
impact assessments. Numerous decisions by EU_

regulators suggest that foundation model developers will
no longer be able to freely scrape all available data for Al
training without first considering privacy protection. Even
in the United States, which lacks an omnibus consumer
privacy or data protection regulation, the Federal Trade
Commission (FTC) has launched investigations into
multiple developers of purpose-built Al systems over
their data collection practices, including their use of

personal information obtained via chatbot interfaces.

However, despite these regulatory actions and inquiries,
the major data privacy challenges that foundation models
pose remain unresolved. Neither the US nor the EU has
issued comprehensive legislation or directives that have


https://searchengineland.com/google-kills-bushs-miserable-failure-search-other-google-bombs-10363
https://searchengineland.com/google-kills-bushs-miserable-failure-search-other-google-bombs-10363
https://www.sciencedirect.com/science/article/pii/S0020025523002141
https://par.nsf.gov/servlets/purl/10549877
https://hai.stanford.edu/assets/files/2024-01/Policy-Brief-Safety-Risks-Customizing-Foundation-Models-Fine-Tuning.pdf
https://www.reuters.com/technology/irish-regulator-investigates-x-over-use-eu-personal-data-train-grok-ai-2025-04-11/#:~:text=Zoom%20In,by%20Brussels%20on%20online%20content.
https://www.reuters.com/technology/italy-fines-openai-15-million-euros-over-privacy-rules-breach-2024-12-20/
https://rewind.com/blog/google-faces-eu-investigation-over-ai-data-compliance/
https://rewind.com/blog/google-faces-eu-investigation-over-ai-data-compliance/
https://www.reuters.com/technology/italy-fines-openai-15-million-euros-over-privacy-rules-breach-2024-12-20/
https://www.reuters.com/technology/artificial-intelligence/x-agrees-not-use-some-eu-user-data-train-ai-chatbot-2024-08-08/
https://www.edpb.europa.eu/news/news/2024/edpb-opinion-ai-models-gdpr-principles-support-responsible-ai_en
https://www.edpb.europa.eu/news/news/2024/edpb-opinion-ai-models-gdpr-principles-support-responsible-ai_en
https://www.washingtonpost.com/documents/67a7081c-c770-4f05-a39e-9d02117e50e8.pdf?itid=lk_inline_manual_4
https://www.ftc.gov/news-events/news/press-releases/2025/09/ftc-launches-inquiry-ai-chatbots-acting-companions
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significantly changed the data collection behaviors of

Al developers. While EU regulators have clarified that
legitimate interest is a valid legal basis for training Al
models, there remains uncertainty regarding exactly
how models will be required to maintain anonymity
when personal data is included in training data. The
future of a proposal to update the GDPR to weaken
the current definition of personal data also remains
uncertain. In the United States, the FTC has demanded
that developers delete both data and models in

instances where companies have misled customers
about the use of their data in algorithmic systems.
While this approach is unlikely in the case of scraped
personal data used for model training, given how much
of that data is often public or publicly accessible, data
collected directly from users could be subject to such
a remedy if the developer uses or reuses the data in
ways they did not specify at the time they collected it.

There are many other governance mechanisms
regulators should weigh as they seek to reconcile data
privacy with foundation models:

1. Reduce and Remove Personal Data from the Training
Data Pipeline

Policymakers must enforce privacy protections during
the upstream phases of Al development, namely data
collection and model training. By focusing on reducing
or eliminating personal data from entering the model
development pipeline in the first place, policymakers can
defend the core privacy principles of data minimization
and purpose specification. Doing so will also reduce the
opportunity for privacy harms to individuals downstream
as well as reduce potential liabilities for developers.

A crucial first step is to enact limitations on the types of
data developers can collect or use for model training. In
the United States, enacting a federal data privacy law
that provides meaningful restrictions on the scope and
amount of data companies can collect from consumers
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across all online contexts, and limits the collection
and sales by third parties such as data brokers, is a
necessary foundation. Current efforts to reach bipartisan
consensus on such a privacy law are at an impasse. In
the meantime, policymakers must explore alternative
policies to hold developers accountable without forcing
the public to shoulder the burden of determining
whether their data is being used for model development.

First, policymakers should introduce oversight measures
that require developers to remove specific types of
personal data included in public scrapes, even if the data
isn’t explicitly covered by data privacy statutes. Methods
such as approximate deletion and machine unlearning

have recently attracted attention from developers and
policymakers as promising options for data removal from
models. However, research has uncovered significant
limitations to these approaches, cautioning that the only
certain way to remove specific data from a model is to
retrain the model without the data. While this is currently
an immense and expensive undertaking, research suggests

that the process may eventually become more efficient
and less high stakes, meaning that these priorities should
not be abandoned even if they are impractical today.

Second, policymakers should require companies to
limit the collection of data from user interactions with
models. Companies should ask individuals to explicitly
opt in to having their interactions with foundation models
repurposed for model training, moving away from the
current default that forces users to actively opt out if they
don’t want their data used for model training. Developers
should continue to introduce privacy-forward features
such as temporary, private chat modes and context-
specific protections so that users can conduct sensitive
conversations without their transcripts being retained and
associated data used for model training. If users opt in to
allow their chats to be used for model training, developers
should proactively filter and remove PIl and other sensitive
data prior to using the chats for training.
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It is also essential to identify and plug the loopholes
that enable the widespread buying, selling, and sharing
of consumer data by third parties, particularly data
brokers. While brokered data may not currently be a
primary source for model training, it is used by many
model developers to enhance the data they collect

from users, and to build out profiling and ad targeting
capabilities. But importantly, there must be automated,
scalable methods for the public to exercise these
preferences. California, for example, has created an
automated opt-out platform for residents to submit data
rights requests that all data brokers operating in the
state must honor by law. As more Californians remove
their data from brokerages, they reduce the vectors by
which their personal data can be commodified without
their explicit knowledge or consent. Unless these
choices are simple and automateable, consumers will
continue to bear the burden of one-off requests along
with the negative impacts of using their data.

2. Increase Transparency and Interpretability

Demanding transparency and interpretability from
frontier model developers for consumers should be a
priority for policymakers.

To date, public discussions on Al transparency have
been dominated by questions of existential risk and
model safety. But increasing transparency throughout
the development pipeline with regard to the collection
and use of data is also crucial. At an individual level,
the current lack of transparency and interpretability
puts users on an uncertain footing and prevents them
from understanding and anticipating the privacy

risks of sharing personal and potentially sensitive
data (e.g., health data) through model interfaces. For
example, most users today are unaware that the data
they provide to foundation model developers may be
viewed by human workers, typically outside the U.S.,
hired to provide feedback on model outputs; in some
cases, these workers have reviewed deeply sensitive

and revealing personal data, including private videos.
At a systemic level, the inclusion of personal data in
the construction of foundation models challenges
existing data protection principles, especially data
minimization and purpose limitation.

Policymakers can only develop privacy protections
that guarantee foundation model developers will not
exploit or misuse consumers’ personal data if they —
together with researchers and the general public — can
gain detailed information about what data developers
collect and how they use and protect it in their models.
As we found in our research examining chatbot privacy
policies, major foundation model developers’ privacy
policies omit or are unclear about substantive practices
relating to their Al chatbots, despite requirements by
the California Consumer Privacy Act that such policies
be comprehensive in describing their data practices.
The success of data removal requirements also hinges
on greater transparency: Even if developers were to
successfully remove personal data from their training
datasets, questions remain regarding whether their
models can still predict the removed information from
other data sources.

Regulators must therefore enact data transparency
policies that require the disclosure of sources of all
training data, both external (scraped) and internally
sourced data, including from user interactions with
Al products. At a minimum, developers should be
required to remove PIl and other sensitive personal
data from training data and assess the impact of
including PIl in model training on inferences and
outputs. They should also provide a clear process for
users to request the deletion of this data, particularly in
geographic regions that lack data deletion rights.

Crucially, researchers stress that data transparency
policies must demand a high level of specificity
in disclosures, must be designed to change the
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data collection behaviors of developers, and must
include clear enforcement mechanisms. Existing data
transparency policies, such as the recently enacted
California Assembly Bill 2013 (AB 2013), fail to provide
specific enforcement provisions and have led to

developers providing short and vague data transparency
reports that may be technically compliant but are hardly
actionable. Based on the outcome of AB 2013, policies
designed to promote transparency between consumers
and developers should strive to be specific in their
requirements, informative to the intended audience,
and enforceable. Though the implementation of these
measures requires legitimate considerations — such as
technological feasibility or the revealing of trade secrets
— their absence may result in transparency policy that
is neither meaningful nor successful.

3. Adopt Privacy and Security by Design

Another approach to minimizing privacy risks and harms
is to incentivize foundation model developers to create
a system architecture that inherently embraces privacy
and data security protections in the system’s design,
from the technical architecture to the user interface.

Already, model providers have missed this mark. In
summer 2025, OpenAl was discovered to have posted
chats online that users had set to share publicly so they
would be indexed by search engines. After considerable
privacy-based objections by the public, the company
deindexed the chats and discontinued the share feature.
Similarly, many users of Meta’s Al app mistakenly
shared their private chatbot conversations to Meta’s
public feed due to a new and unclear user interface
design. These examples demonstrate the fundamental
mismatch between how developers think users should
interact and share data with their chatbot products

and what users actually expect and want. A privacy-
by-design approach would identify and prioritize

users’ expectations regarding their chat conversations,
building and facilitating trust instead of putting the
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developer’s desires for product adoption first.

There is evidence that developers are responding
to how their customers are using their models in the
wild. After numerous instances of users uploading

medical records and bills to get help with diagnoses

or contesting medical billing, OpenAl introduced a
context window for health-specific conversations with
ChatGPT, while Anthropic introduced HIPAA-ready
enterprise tools to enable healthcare-related uses of
their chatbot, Claude. As foundation model developers
begin rolling out advertising in their chat tools, many

of the same questions about behavioral targeting that
persist across the internet will resurface.

In addition to interface designs that support individual
privacy expectations, there are several privacy-
enhancing techniques that can help build technical
privacy protections into Al models at the system level.
Federated learning — a method for training machine

learning models in a decentralized manner through
remote servers — ensures that user data remains stored
on local devices (such as an individual mobile phone),
thereby reducing the risk of data exposure and privacy
breaches. Another privacy-preserving technique,
differential privacy, adds statistical noise to training

data that obfuscates individual data points to prevent
reidentification from training data. While technical
privacy measures are critical, research has shown
that even when these techniques are used, models
can still be vulnerable to privacy attacks, and they
may create a tradeoff between model accuracy and
performance. Policymakers should therefore not treat
these techniques as easy fixes but rather as additional
protective layers that aren’t sufficient on their own.

4. Suppress Outputs

Constraining the outputs of foundation models by
suppressing the output of specific data types (e.g.,

phone numbers, social benefit IDs) or generated
10
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Policymakers should not treat
[technical privacy measures] as
easy fixes but rather as additional
protective layers that aren’t
sufficient on their own.

personal information (whether accurate or not) is another
means to reduce privacy risks. However, policymakers
should view this method as a supplementary line of
defense, rather than a holistic form of privacy protection.

Some researchers view output suppression as a

pragmatic alternative to stricter approaches such as
model retraining or deletion. As discussed above,
removing specific data from trained models does not
guarantee that a model will not be able to generate
data based on other sources or inferences. Requiring
developers to put in place output-suppression
guardrails that prevent their models from sharing or
generating personal information could therefore be an
important policy lever.

However, while such guardrails may suppress certain
known types of outputs, they can’t feasibly account
for the potentially infinite unknown outputs that, in
certain contexts, may implicate privacy. For example,
developers may find that while suppressing data
elements such as Social Security numbers is relatively
straightforward, attempting to limit outputs based

on contexts such as mental health is challenging and
risks being over-suppressive. Furthermore, to maintain
output-suppression techniques, developers need to
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retain the very information they want to prevent their
models from including in their output. As a result, while
it may be useful for preventing predictable incursions
against data privacy, it is not likely to be a panacea for
all the potential harms that may arise.

Conclusion

Foundation models present a challenge for data
protection and privacy regimes, including existing
regulations as well as the global principles that underlie
them. The data rights that governed the emergent

world of databases and rules-based systems are already
being taxed by foundation models’ seemingly insatiable
appetite for data, creating incentives for companies to
both collect more data and encourage its production.

While the recommended actions above can help to
manage privacy risks and harms, ethical and legal
questions remain that policymakers must confront:
Should the principles of data protection continue to stand,
or does the potential of general-purpose foundation
models require a rethinking of our individual rights and
developers’ responsibilities? Or more fundamentally,
must we reconceptualize how we collect and manage
personal data, given the risks it poses to our privacy,
autonomy, and civil liberties? As revealed by Anthropic’s
conflict with the U.S. Department of Defense in February

2026, foundation models have the capabilities to enable
both individual and population-level surveillance, and
preventing models from being deployed for this purpose
is a policy and design decision that rests with the
developers. Absent specific legal provisions that would
prevent such uses, the public is reliant on developers to
prevent their models from being used for these purposes.

In the midst of significant uncertainty, it is certain that
tussles over access to and control of data will be an
ongoing flashpoint as Al systems grow and expand.

1
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