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Introduction

Overall, we agree with and support the U.S. Al Safety Institute’s (US AISI) draft guidelines
(hereafter “the guidelines”) for improving the safety, security, and trustworthiness of dual-use
foundation models, which were issued in line with obligations under the October 2023 Executive
Order on Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence (Al).
The guidelines provide useful and actionable recommendations for model developers to manage
misuse risk. We encourage the US AISI to develop similar guidance for other actors in the
foundation model supply chain as we believe model developers can contribute to, but are not best
positioned for, mitigating all types of risk.' In addition, while not captured by the Executive
Order’s focus on foundation model misuse, we encourage the US AISI to develop guidance for
non-misuse risks. While elements of the guidance (e.g., API monitoring) are more appropriate
for some foundation model release strategies, we encourage the US AISI to explicitly aftirm that
these should not dissuade the open release of foundation models absent evidence of marginal
risk.’
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We make three targeted recommendations to improve the (draft) guidelines:
1. The guidelines should guide developers on #ow to make their evaluations reproducible.
2. The guidelines should guide developers to actively support third-party evaluations.
3. The guidelines should guide developers on Zow to monitor model usage post-deployment.

1. Strengthen guidance on reproducible evaluations

Reproducible evaluations are more trustworthy because third parties can replicate and verify
evaluation results. Reproducible methodologies have, for example, facilitated the discovery of
errors in science.® As part of the documentation for Practice 4.1, the guidelines recommend the
inclusion of “a methodological description for each evaluation in enough detail to reproduce it,”
which advances reproducible evaluations.* However, by not clarifying what a “methodological
description ... in enough detail to reproduce it” would entail, the guidelines are insufficient for
attaining the full benefits of reproducibility. Therefore, we recommend that the guidance include
specific information that should be reported, including artifacts that go beyond the
methodological description.

First, we consider a “methodological description” to be too vague to be actionable: Developers
may interpret this language differently and, unintentionally, fail to provide key elements required
for reproducing evaluations. Therefore, we recommend that this language should enumerate key
elements for evaluation reproducibility such as data collection, preprocessing, prompts, inference
parameters, evaluator models, etc.

Second, we consider “methodological description” to be often insufficient: For many evaluations
conducted by model developers, a simple description of the methodology will not enable the
reproduction of results. For example, according to the May 2024 Foundation Model
Transparency Index, only three of 14 major developers conduct evaluations for intentional harm
that are externally reproducible.’ Prior work demonstrates that seemingly minor implementation
details can have a large impact on the evaluation outcomes.® Therefore, the release of additional
artifacts like evaluation code, evaluation data, proxy models/tasks, and evaluator models is
crucial.” Ideally, these resources would be made publicly available to reduce the cost for third
parties to reproduce the evaluation. Since other considerations, such as proprietary information
contained in codebases, may countervail full release, the guidelines could provide guidance on
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how developers could better navigate potential trade-offs by providing partial access. For
example, in lieu of the full repository, developers could release code for processing evaluation
inputs into prompts, which would at least benefit reproducibility without including proprietary
information or data.

The release of evaluation artifacts offers benefits beyond reproducibility and will further safety
research. For example, public evaluation artifacts allow the scientific community to scrutinize
and improve standards for evaluation.® Xie et al. (2024) analyze existing datasets for language
model safety training and find that “prior datasets are often built upon course-grained [sic] and
varied safety categories, and that they are overrepresenting certain fine-grained categories.”
Based on these insights, they propose “a fine-grained 45-class safety taxonomy across 4
high-level domains.”

In addition to the generic benefits of these evaluation artifacts, there are specific benefits due to
the unique position of model developers. Model developers, especially those who monitor the
downstream distribution channels through which their models are used (e.g., via APIs), are best
positioned to understand how models are used in practice and to design more ecologically valid
evaluations informed by this context. Developers can conduct evaluations using data and insights
from real-world post-deployment usage, which are not usually available to academic researchers.
Therefore, by sharing evaluation artifacts broadly, developers can expand who has access to this
rarefied information and contribute to greater collective safety.

Third, we emphasize that reproducibility is desirable yet insufficient for realizing the full
benefits of safety evaluations. To properly interpret evaluation results, the Al community needs
to understand the relationship between the training data for the foundation model and the
evaluation data. Prior work has shown that (dangerous) capabilities may be overestimated
because of leakage between training and test data.'” Therefore, we support the guidelines’
existing language on minimizing overlap between training and evaluation data,' but advocate for
it to be strengthened to cover the public reporting of information about train-test overlap given
overlap may not always be successfully minimized.

Overall, the guidelines for reproducible evaluations should apply to all relevant evaluations. In
particular, estimates of model capabilities (Practice 1.3), model red-teaming (Practice 4.2), and

8 Bochuan Cao et al., “Defending Against Alignment-Breaking Attacks via Robustly Aligned LLM,” updated June
12, 2024, https://arxiv.org/abs/2309.14348.

? Tinghao Xie et al., “SORRY-Bench: Systematically Evaluating Large Language Model Safety Refusal Behaviors,”
June 20, 2024, https://arxiv.org/abs/2406.14598.

1% Arvind Narayanan and Sayash Kapoor, “GPT-4 and Professional Benchmarks: The Wrong Answer to the Wrong
Question,” March 20, 2023, https://www.aisnakeoil.com/p/gpt-4-and-professional-benchmarks; Arvind Narayanan
and Sayash Kapoor, “Leakage and the Reproducibility Crisis in Machine Learning-Based Science,” Patterns 4, no.
9, September 8, 2023, https://www.cell.com/patterns/pdfExtended/S2666-3899(23)00159-9.

! Practice 4.1, Lines 28-29.



https://www.aisnakeoil.com/p/gpt-4-and-professional-benchmarks
https://www.cell.com/patterns/pdfExtended/S2666-3899(23)00159-9
https://arxiv.org/abs/2406.14598
https://arxiv.org/abs/2309.14348

assessment of the efficacy of safeguards (Practice 5.2) are all evaluations that will be more useful
if they are reproducible. Just as before, reproducibility isn’t all or nothing: Guidelines should
push model developers to make a best effort toward reproducible evaluations while accounting
for other considerations (e.g., proprietary data, exploitation by malicious actors).

2. Strengthen guidance on third-party evaluations

Third-party evaluations play a fundamental role in providing greater scrutiny and accountability:
They naturally complement developer evaluations and are necessary even when developer
evaluations are reproducible.'? In general, we distinguish (i) the reproducibility of a developer’s
evaluation from (ii) the ability for third parties to conduct evaluations." The guidelines should
encourage developers to allow third parties to evaluate, because third parties can independently
specify what to evaluate for, which provides greater accountability than reproducibility.

Prominent developers have already taken decisive steps to support—or indicate their support
for—third-party evaluations. To solidify these claims, the guidelines should clearly and
completely address the protections required for researchers to perform third-party evaluations
safely.'* Along these lines, we are pleased to see the inclusion of Practice 6.4, recommending
developers to “provide safe harbors for third-party safety research.”’ As this guidance reflects,
we should proactively avoid past failures: Researchers have less effectively researched social
media platforms due to terms-of-service restrictions, and researchers have faced legal threats for
their good-faith computer security work. As Longpre et al. (2024) have proposed, Al research
may experience similar “chilling effects” and “incentives to tackle the wrong problems” in the
absence of appropriate protections.'® In particular, the guidance can be strengthened by
recommending a safe harbor and specifying critical elements in such protections. For example,
developers should provide mechanisms for researchers to appeal terms-of-service violations,
specify what information is sufficient to deem research as good faith, justify their enforcement
actions, and state any expectations of advanced disclosure clearly. In addition, developers should
make clear what specific terms in their terms-of-service do not apply to demonstrably good-faith
research to reduce confusion and unintended suppressive effects on such research.

The guidelines should also address the intersection between reproducible evaluations and
third-party evaluations. In particular, the guidelines should encourage developers to push for
reproducible and interpretable evaluations when working with third-party evaluators. For
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example, when developers like Anthropic work with biosecurity firms like Gryphon to measure
offensive biological capabilities, these assessments will be more valuable if they can be
rigorously understood by the broader scientific community.'” Third-party evaluations can provide
valuable insight and interrogation that is distinct from developer evaluations, but these benefits
will only be realized fully if the broader scientific community can understand the results and
judge them to be credible.

3. Clarify guidance on post-deployment monitoring

While many Al policy efforts have focused on pre-deployment evaluations and risk mitigation,
we welcome the focus on post-deployment usage and societal outcomes in the US AISI
guidelines. In particular, many aspects of model risk are difficult to predict: Understanding and
releasing information about model usage will allow developers, researchers, and the government
to study harms that materialize. For example, research on model usage information can allow
policymakers to “rely less on their potentially misguided intuitions about risk and more on data

about where those risks are actually occurring.”'®

To better understand post-deployment outcomes, we recommend a multipronged strategy. Many
conceptual and practical challenges complicate the understanding of post-deployment outcomes.
By way of distribution channels, developers can better model usage and communicate this
information in aggregate to the public (e.g., via transparency reports).'” We emphasize that social
media has established precedent that this is possible for major digital technology: Social media
platforms regularly release reports on platform usage and, specifically, the prevalence of harmful
content.”’ In concert with developer-centric interventions, we encourage the guidelines to
specifically endorse adverse event reporting for the misuse of foundation models. Adverse event
reporting would enable regulators to better track emerging risks,?' building on the National
Artificial Intelligence Advisory Committee’s recommendation to pilot an adverse event reporting
system for “post-deployment events stemming from Al systems.”” Overall, the guidelines
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should more aggressively reduce the informational gaps that pervade the ecosystem on how
foundation models are used in practice, including for malicious purposes.

Alongside improved monitoring, developers should continually reassess the practices in
Objectives 1, 4, and 5 post-deployment. After deployment, new threats may emerge (Practice
1.1), the impacts of known threat profiles may change (Practice 1.2), model capabilities may
change with newly discovered inference-time enhancements (Practice 4.1), new exploits for
models may be discovered (Practice 4.2), and new safeguards may be discovered (Practice 5.2).
Risk assessment should be an on-going process, especially when considering the fast-moving
nature of the field.® For the same reason, Practice 4.1 could be modified to include a
recommendation for model developers to stay up to date with research to keep track of how their
released models can be augmented to increase performance on capabilities of interest. Therefore,
the guidelines should recommend the periodic assessment of risks and mitigations.

Finally, the pre-deployment risk management practices should more clearly account for the
changing nature of model usage post-deployment. Specifically, guidelines should account for the
additional uncertainty resulting from evaluating models in a testing environment. For example,
while we agree with the guidance that developers should “assess what a threat actor could
achieve given access to the weights of a model and the ability to integrate it with other tools”
regarding the assessment of the risk of misuse,* we also advocate for this to be broadened to all
forms of test-time improvements.

More generally, the evaluation of foundation models suffers from an “elicitation gap”: Measured
capabilities often do not reflect the best possible enhancements for maximizing capabilities.” For
example, this elicitation gap is hard to characterize as “methods that elicit improved model
capabilities are sometimes discovered only after a model has been deployed.”?® Models often
benefit greatly from improvements in prompting that do not require access to weights or
tool-use. As a signature example, chain-of-thought prompting considerably improves the
reasoning capabilities of models.?’
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In addition, incorrect formatting of the model input can have a large impact on model
performance. For example, one study found that language model performance can differ by up to
76 accuracy points simply due to changes in prompt formatting.® As such, the performance
during testing should be treated as a “lower-bound”, or potential underestimate, of the actual
capability of the model. Specifically, Practices 4.1 and 1.3 could account for the uncertainty
resulting from testing conditions that may not reflect real-world usage. More specific
recommendations on, for example, experimenting with different prompts could also be helpful in
reducing the gap between testing and real-world performance. By incorporating these
considerations into pre-deployment practices, developers can better account for potential risks
associated with the evolving capabilities and usage of foundation models in the real world.
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